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Featuring Research from

Gartner.

< SOURCE : Hype Cycle for Threat-Facing Technologies, 2017

< User Advice: DDoS mitigation services should be a standard part of business
continuity/disaster recovery planning, and they should be included in all
internet service procurements when the business depends on the availability
of internet connectivity. Most enterprises should look at detection and
mitigation services that are available from ISPs or DDoS security-as-a-service
specialists. To defend against complex, application-based attacks, a mix of
local protection (on-premises DDoS appliances) and cloud-based mitigation
services is a strong option. The content delivery network (CDN) approach to
DDoS protection is also a valid approach, particularly when the organization
is already using a CDN for content distribution to improve the performance of
its website. However, the CDN approach only protects websites. It does not
protect against attacks aimed at nonweb targets (for example, corporate
firewalls, VPN servers and email servers).
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